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Module 1: Citrix Web App Firewall Overview
0 Web App Firewall solution Security Model
O Common Attacks Overview

0 PCI-DSS Compliance

Module 2: Citrix Web App Firewall Policies and Profiles
O Profiles

O Policies

0 Engine Settings

O Citrix Web App Firewall Learning

Module 3: Regular Expressions

0 Forms of Regular Expressions

0 Using Regular Expressions

O Meta/Literal Characters
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0 PCRE

0 RegEx Tools

0 Regular Expression Scope

Module 4: Attacks and Protections

0 Data Flow with Citrix Web App Firewall

O Security Checks

0 Web App Firewall Actions

0 Adaptive Learning

0 Signatures

O Cookie Protection

0 Advanced Form Protection Checks

O URL Protections

Module 5: Web App Firewall Monitoring and Troubleshooting
O Citrix Web App Firewall and Web Applications

0 Logging and Reporting

O Customizing Errors

O Troubleshooting

0 ADC 12.x Security Insight

Module 6: Security and Filtering

O IP Reputation

0 Rate Limiting

O AppQoE

O HTTP Callout

Module 7: Application Delivery Management Introduction
0 An introduction to Application Delivery Management

O Application Delivery Management Deployment and Configuration
0 Deploying Citrix Application Delivery Management in High Availability
O Citrix Application Delivery Management Instance Management
Module 8: Managing and Monitoring Application Delivery Management
O Inventory Management

O User Management

0 Analytics and Automation

0 SSL Certificate Management

Module 9: Managing Citrix ADC Configuration

O Application Management

0 StyleBooks

0 Configuration Management

Module 10: Citrix ADC Web Logging

0 Understanding Web Traffic

O Installing and configuring ADC 12.x Web Logging

O Troubleshooting ADC 12.x Web Logging

Module 11: Integrated Caching

O Introduction to Integrated Caching

0 Static and Dynamic Content

0 Request and Response Process Flow

O Understanding Cache Policies

O ldentifying Content Group Settings

Module 12: Front End Optimization

O Improving Content Delivery

O Front-End Optimization Use Cases

0 Understanding Minification

0 CSS Optimizations

Module 13: Tuning and Optimization

O Connections on the Citrix ADC

O Connection Profiles

0 Queuing on the Citrix ADC

0 Connection Tuning Practices
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